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Greetings from Prof. Dr. Miklós Maróth
President of the Eötvös Loránd Research Network

In the second half of the twentieth century, the most characteristic process that
had emerged was the relocation of heavy,
polluting industrial activities from more
developed countries of the world to the
least developed ones. In advanced countries, scientific research, innovation, and
services were inclined to remain, while
the production processes were moved into
countries that offered more cost-effective
labor and industries became multinational. The latter option meant that different
parts of a product may have been produced in different countries, by way of international shipments, and assembled
where the products would be produced.
The most recent unforeseen event, the
pandemic, had demonstrated that countries left without productive infrastructures,
despite having artificially sophisticated service infrastructures driven by
overconsumption within the fields of transport, tourism or hospitality, may
still be prone to collapse from an unexpected event. Society living from services without income, are incapable of survival without state funding, while
the basic needs of citizens (ex: clothing, medicine, etc.,.) are in effect discontent by the infrastructure of gross domestic products. This requires a review
of the current situation. Respectable services are needed, but only to fulfill
real needs. Transport and transportation infrastructure are needed, but only
within reasonable limits. Commercial infrastructure is essential, but only to
meet real needs. Furthermore, production infrastructure is essential. In the
event of unforeseen circumstances, citizens need to be provided for even though borders may undergo restrictions or become closed. Where does the sobering boundary lie between the listed and unlisted cases? This question may
be answered by scientific research. Scientific research infrastructures such as,
(libraries, laboratories, etc.,.) are essential to measuring the well-being of a
country. This is key to think about and develop for the future. As President of
the Eötvös Loránd Research Network (ELKH), I work hard at developing our
research institutes in the spirit of these ideas, and together with leadership,
we strive to identify new research topics.
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Greetings from Bgen. Prof. Dr. László Kovács
Inspector of the Hungarian Defence Forces
Command Cyber Inspectorate (CI)

Nowadays, the protection of critical infrastructures is already of paramount importance and must be given even more emphasis in
the future. Infrastructure is the basic structure of our society, enabling production and
supply, so it includes, for example, law enforcement forces such as the police, but also
those working in the military and the health
care system. Critical infrastructure protection is also a priority for the European
Union and NATO. Hungary is making huge
steps to keep up with these trends as well.
We are currently in a period of sectoral regulation, and future tasks include the designation of critical infrastructure, the adoption of
specific protection measures, and the development of control procedures. One of our
main tasks is to strengthen the physical protection of critical information infrastructure
such as server rooms, control centres - considering, these are completely vulnerable in the natural physical sense, the importance of protection is not in the
public consciousness, but in the duplication of vital elements, increasing of
human resources and security investments. In recent years, the number of
cyber-attacks affecting the critical infrastructures via their essential ICT elements and sub-systems. That are large businesses of individual countries has
multiplied worldwide. Industrial power supply, traffic control and other vital
systems, as well as business and entertainment services, which have hitherto
been believed to be certain, are found to be vulnerable to cyber attacks. In
recent years, not only hacker attacks but also suspected state-sponsored cyber
espionage campaigns have been taking place through computer systems. As a
result, the governments of the world's leading countries, as well as Hungary's,
have understood that if they do not act more effectively to ensure the security
of cyberspace, the operation of critical infrastructure will be jeopardized in
the future. This poses a particular threat to privacy and the security of national
advocacy.Therefore, scientific research infrastructures such as universities,
laboratories, or scientific conferences such as International Conference on
Central European Critical Infrastructure Protection are crucial and essential to
consider the prosperity of our life in the 21 st century.
Budapest, 16-17 November 2020
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Welcome to ICCECIP 2020

The ICCECIP 2020 - 2nd International Conference on Central European
Critical Infrastructure Protection will be held this year at the Bánki
Donát Faculty of Mechanical and Safety Engineering of the Óbuda
University as part of the Hungarian Science Festival. The 2020
Pandemic brought new security challenges in critical infrastructure
protection and security science.

The highlight new experience, research and solution results reached in
Pandemic area to everyone. The new motto of this year’s conference is
“Pandemia challenge in critical infrastructure protection”. A key goal is

to show the unity of our region in the Pandemic situation as well, giving
space for experienced and young researchers, PhD students to share
their latest results.
The common historical and cultural past of the region, as well as the
common development path of the last centuries and the cooperation
during the Pandemic, also connect our countries and lay the foundations
for future common goals.
Budapest, November 2020

Dr. Zoltán Nyikes
Conference vice-chair

Dr. Tünde Anna Kovács
Conference chair
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Monday (16. November)
08:00 - 08:30

Registration

08:30 - 09:00

Opening Ceremony

Prof. Dr. Zoltán Rajnai
Dean of Donát Bánki Faculty of Mechanical and
Safety Engineering, Óbuda University, Hungary

Plenary lectures
Chairs:

Ing. Tünde Anna Kovács, PhD., Óbuda
University, Hungary
Ing. Igor Fürstner, PhD., Subotica Tech College of Applied Sciences, Serbia

09:00 - 09:25

Prof. Ján Dusza, DrSc, PROMATECH Institute of Materials Research of SAS, Slovakia
Development and characterization of high entropy carbides

09:25 - 09:50

Prof. Petrica Vizureanu, PhD., Gheorghe
Asachi Technical University of Iasi, Romania
In-depth Assessment of New Ti-Mo based
Alloys for Medical Application

09:50 - 10:15

Ing. Dalibor Dobrilovic, PhD., University of
Novi Sad Technical faculty "Mihajlo Pupin"
Zrenjanin, Serbia
Overview of IoT Systems Security Threats and Protection

10:15 - 10:40

Ing. Tamás Berek, PhD., National University
of Public Service, Hungary
The Need for Climate Adaptation and Its Possibilities in the Energy Sector

10:40 - 10:50

Technical break
Budapest, 16-17 November 2020
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Prof. Zdenek Dvořák, PhD., University of Zilina,
Slovakia
Safety Indicators as a Basis for Increasing the
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11:05 - 11:20

Ing. Yuriy Klyuchka, PhD., National University
of Civil Defence of Ukraine, Ukraine

Estimation of the Wooden Products Cooling Rate
Under Fire Conditions
11:20 - 11:35

Ing. Kostiantyn Afanasenko, PhD., National
university of civil defence of Ukraine, Ukraine
Manufacturing Entities Flare Systems Fire Hazard Analysis

11:35 - 11:50

Malak Shatnawi, Óbuda University, Hungary
The Optimal Use of Renewable Energy and Its
Impact on Local Sustainability Case Study Jordan

11:50 - 13:00

Lunch Break
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Section 2. Physical Protection of Critical
Infrastructure II.
Chair:

Ing. Tamás Berek, PhD., National University of
Public Service, Hungary

13:00 - 13:15

Ing. Michal Szatmári, University of Žilina, Faculty
of Security Engineering, Slovakia
Comparison of selected concepts of railway
station protection

13:15 - 13:30

Ing. Abdallah Kafi, Óbuda University, Hungary

Collaborative robots in the defense industry

13:30 - 13:45

Ing. Daria Doroshenko, National University of
Civil Defense of Ukraine, Ukrane
Analysis of the Explosions Consequences and
Conditions of Formation of Gas-Air Mixtures in
Residential Buildings

13:45 - 14:00

Péter Huszár, National University of Public
Service, Hungary
Countering Drones

14:00 - 14:10

Technical break

Budapest, 16-17 November 2020
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Section 3. Cyber Security of Critical Infrastructure I.
Chair:

Ing. Sándor Magyar, PhD., National University
of Public Service, Hungary

14:10 - 14:25

Döníz Borsos, Óbuda University, Hungary

LoRaWAN Solutions in the Covid-19 Aspect

14:25 - 14:40

Gergő Gyebnár, Black Cell Ltd, Hungary

Industrial Threat Intelligence

14:40 - 14:55

Haya Altaleb, Óbuda University, Hungary

Risk Assessments Methods and Cyber
Vulnerabilities in SCADA Systems

14:55 - 15:10

Haya Altaleb, Óbuda University, Hungary

Systems Reliability

15:10 - 15:20

Technical break

13

Section 4. Cyber Security of Critical Infrastructure II.
Chair:

Ing. Katalin Szenes, PhD., Óbuda University,
Hungary

15:20 - 15:35

Ing. András Tóth, PhD., University of Public
Service, Hungary
IoT Threats and Vulnerabilities in Critical
Information Infrastructures

15:35 - 15:50

Ing. Barnabás Sándor, Óbuda University,
Hungary
Cybersecurity Analysis of a Smart Home

15:50 - 16:05

Tureczki Bence, Óbuda University, Hungary
Supporting Corporate Governance on
Blockchain Basis

16:05 - 16:20

Viktor Huszár, University of Public Service,
Hungary
Cyber Warfare Application Possibilities of
Computer Vision and Artificial Intelligence

Closing of the First Day of the Conference
16:20 - 16:30

Ing. Igor Fürstner, PhD., Subotica Tech College of Applied Sciences, Serbia
Budapest, 16-17 November 2020
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Tuesday (17. November)
Plenary lectures
Chairs:

Prof. Jeffrey Kaplan, PhD., University of
Wisconsin-Oshkosh, USA

János Besenyő, PhD., Óbuda University,
Hungary

09:00 - 09:25

Robert C. Castel, PhD, Israel National Parks
Authority, Israel
Wildlife Weaponized: What Makes Zoos the Ideal
Tar

09:25 - 09:50

Prof. Jeffrey Kaplan, PhD., University of
Wisconsin-Oshkosh, USA
Threats to Critical Infrastucture and
Counterterrorism Responses

09:50 - 10:15

János Besenyő, PhD., Óbuda University,
Hungary

Changing Face of Terror in the XXI. Century:
Terror Attacks Against African Health Facilities

10:15 - 10:25

Technical break
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Section 5. Individual and Political Security of Critical
Infrastructure
Chair:

János Besenyő, PhD., Óbuda University, Hungary

10:25 - 10:40

Ing. Chiara Bedon, PhD. University of Triest,
Italy
Transparent Materials and New Design Strategies
in the Covid-19 Era

10:40 - 10:55

Ágnes Kemendi, Óbuda University, Hungary
E-commerce in 2.0.2.0.

10:55 - 11:10

Judit Rauscher, Óbuda University, Hungary
Evacuation Strategy Planning – Special
Requirements for Healthcare

11:10 - 11:25

Béla Szilágyi, Hungarian Baptist Aid, Hungary
Refugee camp: a tool for dignity and security

11:25 - 11:40

Gábor Sinko, Óbuda University, Hungary
Shifting the Battle to Social Media: The
Effectiveness of Boko Haram’s Online Strategy in
Terms of Its Recruitment

ICCECIP 2020 Closing Ceremony
11:40 - 11:50

Ing. Tünde Anna Kovács, PhD.,
Óbuda University, Hungary
Budapest, 16-17 November 2020
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Plenary Speakers
Ján DUSZA
PROMATECH Institute of Materials Research of SAS, Slovakia

duszaj@yahoo.com

Ján Dusza is professor of materials science and technology and advanced ceramics at
the Institute of materials research, SAS, Kosice, Slovak Republic since 1997. He finished at the ELTE University in Budapest, Hungary as a physicist in 1976 and received
his PhD and DrSc degree at Technical University of Kosice, Slovak Republic in 1983
and 1994, respectively. He is a professor at the Technical University of Kosice, Slovak
Republic and at the Obuda University, Budapest in Hungary. J. Dusza is working at the
IMR SAS since 1976 up to now, as a PhD student, scientist, senior scientist, head of
the structural ceramics department and vice-director for science. He has over 250 scientific publications/over 2800 citations in Scopus, 60 invited lectures, 3 patents and he
edited/co-edited many International conference proceedings, e.g. he is the founding
chair of the International Conference on Fractography of Advanced Ceramics. J. Dusza
has received many awards, including the Award of the SAS – For excellent research
results, Bratislava; Award of the SAS – For infrastructure building, Bratislava; Dennis
Gabor Award, Budapest. He is an Academician of the World Academy of Ceramics
and Hungarian Academy of Sciences, a fellow of the European Ceramic Society, member of the Learn Society of SAS. He is an honorary citizen of the city TornaÄža in the
Slovak Republic.
Development and Characterization of High - Entropy Carbides
Abstract
A High Entropy (Hf-Ta-Zr-Nb)C Ultra-High Temperature Ceramic (UHTC) was processed by ball milling and Spark Plasma Sintering (SPS) with a density of 99%. It was
found that the lattice parameter mismatch of the component monocarbides is a key
factor for predicting single-phase solid solution formation. According to the results the
grain size ranged from approximately 5 µm to 25 µm with an average grain size of 12
µm. Chemical analyses proved that all grains had the same chemical composition at the
micro as well as on the nano/atomic level without any detectable segregation. The approximately 1.5 nm thin amorphous grain boundary phase contained impurities that
came from the starting powders and the ball milling process.
The micropillar compression test revealed that (Hf-Ta-Zr-Nb)C had a significantly
enhanced yield and failure strength compared to the corresponding base monocarbides
while maintaining a similar ductility to the least brittle monocarbide (TaC) during the
operation of {110} 110 slip systems. Additionally, it was concluded that the crystal
orientation and stress conditions determine the operation of slip systems in mono- and
high-entropy carbides at room temperature.
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Petrica VIZUREANU
Gheorghe Asachi Technical University of Iasi, Romania
peviz2002@yahoo.com
Petrică Vizureanu was born on October 17, 1967, in Bârlad, Romania. He obtained an
MSc and PhD in Heating Equipment from The “Gheorghe Asachi” Technical University, Iasi, Romania in 1992 and 1999, respectively. Dr Vizureanu is currently full Professor and Scientific Supervisor in Materials Engineering (since 2009) at the same university. His research focuses on expert systems for heating system programming, computer-assisted design for heating equipment, heating equipment for materials processing,
heat transfer, biomaterials, and geopolymers. He has published more than 140 papers in
international journals and conference proceedings and thirty-three books.

In-depth Assessment of New Ti-Mo based Alloys for Medical Application.
Abstract.
Population health and all materials used in medical application has always been
an intense concern for researchers. Biomaterials play a role important in medical fields. For the functionality of a material for use in medical applications,
three important factors are taken into account: biocompatibility, mechanical
properties and corrosion resistance. In recent years, researchers have been
trying to improve titanium alloys with different alloying elements to replace
current alloys. In this context, we have developed two new TiMoSi and TiMoZrTa alloy systems, with original recipes, whose properties are much improved compared to the current biomaterials. These systems were obtained in a
vacuum arc melting furnace (VAR) with argon atmosphere. The elaborated
alloys have elements with a high biocompatibility with the human tissue having
specific mechanical/ chemical properties as close to those of the organ they are
prosthetizing. These alloys were evaluated in solutions/fluids similar to the
human body. Results revealed a good behavior which does not influence the
human body and can be considered for future applications in medical field.
Keywords: TiMoSi, TiMoZrTa, mechanical properties, medical application,
biocompatibility

Budapest, 16-17 November 2020
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Dalibor Dobrilović
University of Novi Sad / Technical Faculty “Mihajlo Pupin” Zrenjanin
ddobrilo@tfzr.rs
Dalibor Dobrilović is associated professor at Information Technology department at University of Novi Sad, Technical Faculty „Mihajlo Pupin“, Zrenjanin. He has received his PhD in Information technology in 2012. His teaching
areas are in the field of Computer Networking, Communication systems and
Data and computer systems security. His research interests are in the area of
Wireless communications, Wireless sensor networks, IoT, Smart cities, Engineering education, etc.

Overview of IoT systems security threats and protection
Abstract
In the modern times we are witnesses of the rapid growth of ICT technologies
and their rapid appliance in the variety of systems. With the extended usage
and expansion of Internet of Things (IoT) and Smart Infrastructure systems
(smart cities, smart home, smart building, etc.) the number of connected devices becomes bigger each day, and according to the various estimations it will
reach billions of devices in the upcoming decade. Together with the growth
of the connected devices, the global potential security threats grow as well.
The increase of the number of connected devices increases the number of
potential targets for malicious cyber attacks. Considering the variety of devices deployed in the IoT and smart infrastructure systems it is very important
to keep the awareness of most common attacks to those systems, as well as
the most vulnerable services. In this paper is given the overview of security
threats typical for the IoT and smart infrastructure systems. This overview is
based on security reports published in recent two years and followed by the
analyses of the biggest threats and well know incidents. Together with the
overview of the security threats the approaches in their protection are presented as well.
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Tamás BEREK,
University of Public Service, Hungary
tamas.berek@uni-nke.hu
Department of Operations and Support, Faculty of Military Science and Officer
Training, National University of Public Service
Born 1973. Currently working as an associate professor. He is Head of the Department of Operations and Support, Faculty of Military Science and Officer
Training, National University of Public Service. In 2007, got his PhD degree in
National Defence University and in 2015, habilitated at the NUPS in the field
of Military Science. He is a Head of the Department of CBRN, Hungarian Association of Military Science. He is responsible for research area Security
Technology in Doctoral School of Military Engineering His research areas are:
theory of CBRN defence, water safety and security issues. He is a carreer officer in the rank of colonel.
The Need for Climate Adaptation and Its Possibilities in the Energy Sector
Abstract
Due to the heatwave of past few summer that influenced almost the entire territory of Europe, some reactors of nuclear power stations had to be closed down
temporarily in France. This case is not unique and according to the predictions
of the specialists, in the future, the times when due to the rise of the air temperature, similar measures will have to be introduced at the time when the need of
the population for energy is elevated. A possible stoppage can produce serious
consequences. The process of the energy production and thus the whole energy
sector is of critical importance that has a specific situation due to the fact that
the energy dependence of all other critical infrastructure elements is important.
This reliance on the energy can be extended to all areas of life. The production
and the energy need of the population have been rising. We need to face the
fact that while the energy hunger of the mankind is rising, it goes hand in hand
with the narrowing of the possibilities of economic acquisition of energy and
with the effect of some energy production methods on the climate. In the long
run the energy production needs to be sustainable and at the same time, economical. At the same time the long time climate change will influence the above
wishes.

Budapest, 16-17 November 2020
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Robert C. CASTEL
Israel National Parks Authority, Israel
roby_castel@npa.org.il
Chief Security Officer at Israel National Parks Authority – 2014 - Current; Head of Security and Operations – Northern District – Israel National Parks Authority – 2009 –
2014;Various Command and Staff Positions – Security, Operations & Search and Rescue - Israel’s National Police - Superintendent – 1995 – 2009; Various Command and
Staff Positions – Israel Defense Forces – Captain –1990 – 1995; Professional Accomplishments; Holder of professional designation Certified Security Manager – accreditation
by Israel’s National Police; Holder of professional designation Certified Protection Manager - accreditation by Israel’s National Police; Holder of professional designation
Certified Crisis Intervention Negotiator – accreditation by Israel’s National Police;
Holder of professional designation Certified Firearms Instructor – accreditation by Israel’s Ministry of Internal Security; Holder of professional designation Certified Instructor
in Security and Management - accreditation by Israel’s Ministry of Education; Holder of
professional designation Cyber Security Practitioner – accreditation pending. Teaching
History; Lecturer at the Israel Defense Forces Staff College – teaching Creativity and
Innovation in the Operational Environment; Lecturer at the Israel National Police
Academy; Lecturer at several Security Colleges accredited by the Israel National Police
Education; Post-doctoral at the Israel Democracy institute - Counterterrorism; Ph.D. at
the University of Haifa - Innovation in the Security Domain; B.A. Honors Program at
the University of Haifa
Wildlife Weaponized:What Makes Zoos the Ideal Target for Terrorists?
Abstract

During the last onehundred years,wildlife all but disappeared from our horizons as a
threat vector. For the first time in human history, we are more concerned aboutdefending
wildlife from humans, than the other way around. However, as the current COVID crisis
demonstrated, any contact between the two,carries both indirect and direct dangers.
Withthe current pandemics as a grim reminder of the latter, we are still very much oblivious to the former. Few would consider zoological gardens (zoos) as critical infrastructure. However, giving these facilities a second look, we will readily recognize all
the elements that turn them into lucrative targets for terrorists. In essence, zoos are
complexes,whose sole raison d’ètreis brining into close proximity human crowds and
dangerous wildlife. The fact that mostof the world’s 10,000 odd zoos are located mainly
in urban areas, greatly enhances their value as targets. With both the toolsof attack and
the targets already in place, the only thing a would-be terrorist has to do,is to disrupt the
means and processes separating between the two. As of today, the risk management
practices of most zoological gardens focuson safety, rather than security. This fact is
reflected in the risk mitigation controls put in place, in the attention bandwidth allocated
bypublic safety organizations and in the policies developed by the regulatory bodies.
The purpose of my lecture is to draw attention to the fact that both zoos and the communities hosting them,are woefully ill-prepared for a terrorist attack aimed at unleashing
dangerous wildlife first on the patrons of the zoo, and second on the communityas a
whole. The lecture is built in equal measure on my research in terrorism and my work as
a senior security manager and wildlife control specialist.
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Jeffery KAPLAN
University of Wisconsin-Oshkosh, USA
kaplan@uwosh.edu
Jeffery Kaplan is the author or editor of 20 books and over 80 articles and
anthology chapters on religious violence, millenarianism, terrorism and oppositional religious movements. His most recent monograph is Apocalypse, Revolution and Terrorism: From the Sicari to the American Revolt Against the
Modern World, which was published by Routledge in 2019. He has also published the career retrospective Radical Religion and Violence: Theory and Case Studies, as the first volume in the Routledge Distinguished Author series.
He is Book Review Editor for Terrorism and Political Violence. He is currently a Visiting Professor at the Doctoral School on Safety and Security Sciences, Óbudai University and a Visiting Fellow at the Danube Institute in Budapest.
Threats to Critical Infrastructure and Counterterrorism Responses
Abstract
With the decline of Al Qaeda and the destruction of the Islamic State’ Racca
base, terrorist attacks have increasingly focused on infrastructural targets
rather than mass casualty attacks on the model of 9/11 and 7/7. At the same
time, interstate conflicts have moved almost entirely from the traditional field
of battle to the virtual world of cyber attacks and political destabilization under
the banner of hybrid warfare. As terrorist capabilities have been dwarfed by
the resources available to states, interstate conflict obviously presents a far
greater threat than do terrorist attacks. Yet the symmetrical pattern of interstate
conflict and asymmetrical patterns of terrorist strikes are not unrelated when
national and industrial infrastructures are the target. This talk will therefore
present a broad overview of critical infrastructural vulnerabilities and CT responses.
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János BESENYŐ
Óbuda University, Hungary
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Colonel (ret.) János Besenyő had 31 years of experience in the Hungarian Defence Forces. In his last assignment he led the General Staff, Scientific Research Centre more than 4 years. He is an assistant professor of Óbuda University
Doctoral School on Safety and Security Sciences and teaching African conflicts, European Security and Defence Policy, and conflict management. He is a
lecturer in National Public Service University, Budapest (Doctoral School of
Military Sciences), Eötvös Loránd University, Budapest (Doctoral School of
History) and Eszterházy Károly University of Applied Sciences, Eger about
African History, African conflicts, Hungarian participation in African peace
operations, Western Sahara, terrorism, Christian-Muslim relations, HungarianAfrican relations.
Changing face of terror in the XXI. Century: Terror attacks against African health facilities
Abstract
Over the last few years, terrorism has undergone changes that will lead to new
types of attacks. These include attacks on health care facilities, hospitals and
health care workers. Although these attacks have occurred in the past, more and
more such attacks may occur based on recent events. For this reason my study
analyses two hundred and sixteen terrorist attacks executed against hospitals,
health care facilities, and workers in Africa between 1974 and 2019. These
attacks are important not only because of the high number of casualties, but
also because they contain many substances - radioactive materials, viruses and
bacteria, medicines and toxic substances - that terrorists can even use to attack
other targets. For this more attention needs to be given to prevention this kind
of attacks.
Keywords: Africa, terrorist attacks, hospitals, health workers, patients, ISIL,
Al Qaeda in the Islamic Maghreb, Al Murabitoun, Ansar Dine, suicide bombings, threat, hostage-taking, dirty bomb, cyber-attack
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Safety Indicators as a Basis for Increasing the Resilience of Critical Infrastructure
Abstract
The article discusses the results of research in the field of critical infrastructure
protection. Resilience research is aimed at creating a framework for the assessment of static resilience. The complexity of the solution should be given by the
framework, which derives from the pillars of safety and security. The aim is to
create technical prerequisites for a possible dynamic assessment of the resilience of critical infrastructure facilities.
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Yuriy KLYUCHKA
National University of Civil Defence of Ukraine
wodorod@gmail.com
Estimation of the wooden products cooling rate under fire conditions

Abstract
The dynamics of the change in temperature of the wooden specimens have
been established and it is shown that the individually arranged elements may
not require extinguishing or cooling during the fire, since this will happen on
its own. A regression model of sample temperature versus size is obtained.
Keywords: Fire, thermal imager, extinguishing efficiency, temperature
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Kostiantyn AFANASENKO, Serhii ZIMIN, Volodymyr LYPOVYI
National University of Civil Defence of Ukraine
armfree0@gmail.com
Manufacturing Entities Flare Systems Fire Hazard Analysis

Abstract
The analysis of flare systems and their elements fire hazard is carried out in the
paper. Statistical data of emergencies and accidents on flares are considered,
the main requirements of domestic and foreign regulations for emergency protection of flare systems are analyzed. The classification of flare systems is carried out, the estimation of their fire hazard is carried out taking into account
design features and the basic directions of maintenance of their fire protection
are formulated. The calculation of the parameters of the gas explosion in the
emergency event.
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Malak SHATNAWI
Óbuda University, Doctoral School on Safety and Security Sciences,
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malak.shatnawi@phd.uni-obuda.hu
The Optimal Use of Renewable Energy and Its Impact on Local Sustainability Case Study Jordan
Abstract
Due to lack of energy resources and because of more than 95% of the primary energy in
Jordan is imported, the government has ambitious plans to increase the contribution of
renewable energy (RE) usage as a clean source of energy to generate electricity instead
of relying on fossil oil. Studies show that Jordan climate is suitable for solar projects
with an average solar radiation ranging between 5 and 7 Kwh/m2 which implies an annual potential of at least 1000 GWh, a fact supported by many successful stories. The
main purpose of this research is to contribute to the government's sustainable efforts of
RE utilization by providing practicable RE solutions via solar energy that can enhance
socio- economic sustainability. The selected area for the case study has a unique
geographical location that makes it suitable to utilize the gravity force and implement
the pumped water for solar power storage and hydro energy and the aimed elevations are
ranging between 1000 m above sea level to 400 m below sea level. Renewable energy
RE projects aims to utilize solar energy during daylight hours to generate electricity in
the selected area and store the surplus electricity by means of pumped water storage
technique and by reversing water pumping from the nearby dam, (detailed technical
description with illustrative diagram for the selected area and funding sources for the
project will be provided within the body of the research). The expected socio – economic sustainability outcomes will lead to build agricultural projects that generate income
and reduce unemployment, reduce energy cost for local communities, attract commercial, tourism, recreational, industrial and agricultural investments such as hydroponics
projects which include green fish and plants farms where the water will be recycled for
the same purpose, and achieving financial revenues from third parties by investing in
electricity wheeling. The expected authorities to be involved in implementing these
projects are: Ministry of Energy and Ministry of Water and Irrigation respectively in
order to have access to the national power grid and to the selected dams with direct involvement and management of local municipalities under the supervision of Cities and
villages Development Bank (CVDB) for financing purposes.The main purpose of this
paper empirically analyses socio- economic benefits of project implementation on local
sustainability aspects (employments, income generations for household and businesses,
demo graphical, social, agricultural and tourism). Methodology of the research will follow by applying a conceptual and methodological framework to study the impact of
project implementation on socio- economic sustainability dimensions from the respective of local community stakeholders (farmers, manufacturers, local councils and bureaus,
etc.) With the help of case studies, the paper is expected to show that the contribution of
renewable energy project to the economic and social dimensions of sustainable development might be significant.
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Michal SZATMÁRI
University of Žilina, Faculty of Security Engineering, Slovakia
michal.szatmari@fbi.uniza.sk
Comparison of selected concepts of railway station protection

Abstract
Railway stations are a place with a mass occurrence and a high frequency of
human movement and are therefore often categorized in the literature as potentially soft targets. We generally consider soft targets as places with a high degree of vulnerability to the ratio of the occurrence of people in a given object in
a certain time interval. Also, railway stations have their individual characteristics and processes, and nowhere is the level of security of individual types of
stations exhaustively determined. This would not be economically or materially
possible, as they differ not only in the size and frequency of human occurrence,
but also in the services provided, the environment, and other specifics of specific types of transport terminals. For example, it would be necessary to typology
these objects according to quantified variables and divide them into classes
according to the degree of vulnerability. Various methodologies for ensuring
safety or more generally defined concepts are used for the effective protection
of life, health, property, and assets in the premises of the station building or the
surrounding environment. The article contains the definition and comparison of
the concepts of Target Hardening (TH) and Crime prevention through environmental (CPTED) recognized by the security community. These concepts are
used mainly for the physical protection of the object and people who are in
close interaction with the object or to reduce the probability of the occurrence
of a possible adverse event caused by intentional human fault. The article aims
to compare the advantages and limitations of implementing these concepts,
including their individual attributes
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Abdallah KAFI,
Óbuda University, Doctoral School on Safety and Security Sciences,
Hungary
abdallahkafi1994@gmail.com
Collaborative robots in the defense industry
Abstract
During the past decades, the increasing need for more flexible and agile manufacturing equipment has spawned a growing interest in collaborative robots.
Contrary to traditional industrial robots, collaborative robots are intended for
operating alongside the production personnel in dynamic or semi-structured
human environments. To cope with the environment and workflow of humans,
where robots are not considered a bulky piece of machinery in the production
line, but they actively share the workspace with human workers. They can work
safely alongside humans without fences, improving the production flow and
allowing the automation of new processes. The collaborative robot applications
are widely increasing all around the world and the importance in the defense
industry.
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Daria DOROSHENKO
National University of Civil Defense of Ukraine, Ukrane
ddorosh01@gmail.com
Analysis of the Explosions Consequences and Conditions of Formation of
Gas-air Mixtures in Residential Buildings
Abstract
Today hydrocarbon gases are in great demand in the home as a fuel. In the case
of emergency, flammable gases form a zone of explosive gassiness, creating
the conditions for an explosion. The problem of predicting the consequences of
explosions and the conditions of formation of gas-air mixtures in residential
buildings is relevant, as the consequences are catastrophic. More than 50% of
emergencies in Ukraine have been related to industrial disaster since 2010. In
2019, the number of emergencies due to fires and explosions increased by
23%.The paper analyzes the consequences of explosions in residential buildings. The formation time of upper and lower explosive concentration limits of
flame propagation from the pressure in the balloon and the area of the hole at
different values of the volume of the room was estimated.
Keywords: propane-butane, explosion, balloon, emergency.
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Péter HUSZÁR
University of Public Service, Hungary
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Countering Drones

Abstract
The increasing number of commercial off-the-shelf drone mean emerging
threats and risks for both governmental and public actors around the world. The
presentation gives an overview of these threats. Presents the process of countering drones. Describes the steps and the currently available mitigation techniques and equipment for this purpose.
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Döníz BORSOS
Óbuda University, Doctoral School on Safety and Security Sciences,
Hungary
borsos.donoz@kvk.uni-obuda.hu
LoRaWAN Solutions in The Covid-19 Aspect
Abstract
The rapid growth in the number of solutions using the Internet of Things (IoT)
technologies is not new. The number of products using LoRaWAN technology
is also growing. The spread of Covid-19 has, among other things, led to the
evolution of IoT devices related to virus control. Several LoRaWAN products
are being developed related to Covid-19. LoRaWAN Covid-19 solutions are
mainly grouped around the following topics: contact tracking/proximity detection, health equipment or device data transmission, and signaling/calling
systems. Contact tracking has a crucial role in healthcare institutions,
government agencies, and vital factories and their workers. In the case of a medical device, data transmission simplifies administration, reduces the amount of
contact, and allows contactless monitoring. In critical situations, healthcare
institutions need to create temporary nursing areas. Mobile signaling or call
systems may be required in these areas. The research examines LoRaWAN
Covid-19 solutions and their relationship to critical infrastructures.
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Gergő GYEBNÁR,
Black Cell Ltd, Hungary
gergo.gyebnar@blackcell.hu
Industrial Threat Intelligence
Abstract
In my presentation I would like to speak about the leverage of ICS/OT deception techniques. The session will cover the concrete decoy systems ( DNP3;
OPC, Modbus, IEC-104 emulation), how to detect IoC-s and TTps, and how to
use them in the field of reactive and proactive detection.
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Risk Assessments Methods and Cyber Vulnerabilities in SCADA Systems
Abstract
Modern SCADA systems are based on advanced technology systems. Therefore it is profoundly sophisticated SCADA systems exposed to a large-scale
range of cyber threats because of the standardization of communication protocols and hardware components, increasing interconnectivity. Cyber threats to
SCADA systems increased and caused by escalating sophistication modernization and real-time continuous operation and distributed, as well as the multicomponent architecture of the systems. The paper mention various types of real
and prospective SCADA vulnerabilities. As well as, the authors discuss some
Risk assessment methods of information technology and industrial systems,
along with recommendations to ensure more enhancement of SCADA security
systems.
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Óbuda University, Doctoral School on Safety and Security Sciences,
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Overview of Systems Reliability
Abstract
The reliability and safety concept sprang succeeding later than other engineering branches. This research paper prepared to brief review Systems Reliability;
its origin, signification and impact on industries. Reliability giving quantitative
measure of performance so it's the failure rate/frequency or the time between
failures. Systems elements failures reasons are important to study in order to
enhance reliability. As well as, in this paper Reliability present and future challenges has been discussed. Finally the authors recommended some tips to increase systems reliability.
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András TÓTH
University of Public Service
toth.hir.andras@uni-nke.hu
IoT Threats and Vulnerabilities in Critical Information Infrastructures

Abstract
Due to the development of mobile computing, social networking technologies,
and the exponential growth of Internet applications and services, IoT devices
are appearing in more and more places in our daily lives, so serious emphasis
must be placed on protecting the systems used. IoT elements can be found in
more and more critical information infrastructures, posing an increasing challenge in creating secure environments. The infocommunication systems used
by critical infrastructures face new challenges due to the new possible IoT attack-vectors. The aim of the presenter is to present these threats and vulnerabilities in critical information infrastructures.
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Barnabás SÁNDOR
Óbuda University, Doctoral School on Safety and Security Sciences,
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sandor.barnabas@gmail.com
Cybersecurity Analysis of a Smart Home

Abstract
Nowadays, energy-saving and environmental awareness are of paramount importance. Thanks to our accelerating world and the convenience of our everyday lives, automating our homes is gaining ground. Besides, IT systems are
constantly evolving, which also contributes to a higher level of building automation. In my research, I examine the cybersecurity of freely available smart
devices in smart homes. My goal was to explore the weaknesses and vulnerabilities of the devices available in the market and propose how we can protect
against unauthorized intrusion. Summarizing my research, we were able to get
an idea that the vulnerability of some devices depends largely on their configuration and also on the manufacturer.
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Bence TURECZKI, Katalin SZENES
Óbuda University, John von Neumann Faculty of Informatics
tureczkibence@gmail.com
Supporting Corporate Governance on Blockchain Basis

Abstract
According to our practical experiences, the trio of Artificial Intelligence (AI),
Security and Blockchain is able to support corporate governance very efficiently. This statement was proven by the fact, that when we founded the AISecurity-Blockchain Knowledge Center of Óbuda University, a lot of companies joined us. Another proof is that the management of the institutions seems be
interested in these disciplines and in the requirements of their introduction into
the company life, only if they support their strategic goals. Here we give a
governance definition taken from the everyday real life. We define the pillars
and excellence criteria of corporate operations. Some of these excellence criteria are always able to serve the business processes. The choice of the excellence
criteria to be used in a given use case depends on the nature of the activity of
the institution and on its environmental conditions.The blockchain principle
contributes to all these with some of its specialties, as, e.g. its capability to
ensure immutability. All these together yield a connection between excellent
corporate operations and AI, security, blockchain.
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Viktor HUSZÁR
University of Public Service
huszar.viktor.denes@uni-nke.hu
Cyber Warfare Application Possibilities of Computer Vision and Artificial
Intelligence
Abstract
Artificial Intelligence (AI) and computer vision based technology have significant transformative potential to create next level solutions in improving
traditional systems within military and law enforcement. Military and police
departments will field advanced computer algorithms onto government platforms to extract objects from massive amounts of moving or still imagery.
Countries like China and the United States have expressed interest in applying
and combining the technologies for improvements and advancements in military and law enforcement areas, such as “cyber defence, secure messaging, resilient communications, logistics support and the networking of the defence Internet of Things (IoT)” (Sanchez 2017). As investors and innovators seek to
cash in on the merging of two powerful technologies, we have reached the
crossroads necessitating a comprehensive research effort to determine best-use
cases and utilization practices for military and law enforcement purposes, where military personnel and computers will work symbiotically to increase the
ability of weapon systems to detect objects more efficiently.
Keywords: Artificial Intelligence, security, military, law enforcement, cyber
security, machine learning, computer vision"
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University of Triest, Italy
chiara.bedon@dia.units.it
Transparent Materials and New Design Strategies in the Covid-19 Era

Abstract
Due to Covid-19 emergency, the use of transparent materials for barriers in
buildings, open spaces or transportation systems increased significantly. A
multitude of examples involves the use of structural glass or other acrylic
(plastic) glass solutions for the realization of a variety of movable partitions,
dividers and curtains that are intended to provide the required social distance
and minimize (as much as possible) the virus / infection spread.The same
sanitary emergency and the required lockdowns, in this regard, gave and still
gives evidence of the need of new design concepts and solutions for the reorganization of private buildings, offices, transportations, in whichseveral occupants couldwork and live in safe conditions.The use of very thin transparent
sheets, in this regard, seems an efficient solution to ensure social distances.
Each one ofthetransparent materialsof typical use, however, are characterized
by specific properties that should be separatelytaken into account. These
transparent barriers, in fact, should be efficientlyverifiedto withstand external
loads, and thus to ensure safety “structural” performances in time. Major issues could derive from stability troubles, as well as impact.As a part of the
SHARBAR-UniTS ongoing project, this study shows that even secondary
transparent barriers can involve potential risk for people, and appropriate design considerations should be taken into account for them, depending on the
material in use.
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E-commerce in 2.0.2.0.
Abstract
The research was conducted in the field of e-commerce with the aim to capture
the e-business model with an eye on meeting the business needs during Covid19 pandemic and on the protection of critical infrastructure in the European
Union. The research focuses on the safety and security concerns and the associated business risks to highlight the necessity for adequate risk management
processes in e-commerce context.

41

Judit RAUSCHER
Óbuda University, Doctoral School on Safety and Security Sciences,
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judit.rauscher@gmail.com
Evacuation Strategy Planning – Special Requirements For Healthcare

Abstract
One of the most essential tasks of security technology is to provide safety for
people. This is especially important in a healthcare facility, where patients are
already in a vulnerable state. The evacuation process may be very complex due
to the physical impairment of the patients, building architecture and built-in
safety features. Evacuation may be necessary due fire, service failure, some
kind of attack or epidemiological reason.
In Hungarian regulation there are rules and general suggestion for evacuation,
but there is no exact method described, how to achieve the required level of
security in healthcare facilities. For this purpose we try to work out a complete
guidance proposal for building design and for safety management of working
facilities.
In international literature there are many papers, planning guide and also regulation kits about hospital evacuation. During an extensive literature search, we
found solutions suitable for risk analysis, hospital planning guidelines, and regulations for evacuating hospitals. However, in the domestic environment, these
are typically only applicable with restrictions. Also for technical, regulatory
and operational reasons.
In this study we provide the first version of a domestic guidance for evacuation
strategy in health care facilities. We will explain what questions a welldesigned evacuation plan should answer and how they should be given for an
evacuation plan. We will show the detailed information, instructions, and procedures that can be engaged in any emergency situation necessitating either a
full or partial evacuation of a healthcare facility. This plan must incorporate
staff roles and responsibilities essential to this process.
This evacuation plan is not really about the built environment, but rather about
the activities required. But these ultimately affect each other, so most of the
issues are worth thinking about during the planning process as well. In the case
of a functioning hospital, the tasks have to be adapted to the existing technical
conditions.
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Refugee Camp: A Tool for Dignity and Security

Abstract
Migration is a growing key challenge of the 21st century. With 70 million
people forcibly displaced worldwide, their security and the security of those
living in the destination countries or regions is a major concern. One of the
decisive factors is the planning and organization of the camps where millions of
refugees and internally displaced people are hosted, in several cases, for many
years. Well planned and well organized camps do not only provide assistance
and ensure the dignity to those displaced, help the effective work of the aid
workers, but also decrease the security threats and concerns.
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Shifting the Battle to Social Media: The Effectiveness of Boko Haram’s
Online Strategy in Terms of Its Recruitment
Abstract
Since its foundation in 2002, Boko Haram has taken advantage of conveying
information to intended audiences by more traditional types of media, such as
directly speaking to the press, giving open-air lectures, using pre-recorded videos and distributing audio cassettes, fliers and leaflets. However, in 2015, after
pledging allegiance to the Islamic State of Iraq and the Levant (ISIL) and becoming the Islamic State West Africa Province (ISWAP), the dominance of
social media for dissemination was nearly instantaneous. Besides their prompt
circulation, social media messages were regarded to have a similar impact, although at a significantly lower cost to a much larger audience.
Past research by scholars, the Nigerian government and its armed forces has
predominantly concentrated on analyzing Boko Haram’s military exploits,
while less attention was devoted to scrutinize its use of social media through
the group’s public messages, messaging techniques and online strategy. Since
messaging raises awareness about the organization and its pursuit, it can certainly link to recruitment. I would argue that looking at ‘recruitment’ in general
is wrong per se, as it could be true that ‘overt/ coercive recruitment’ is not too
significant in terms of Boko Haram’s social media presentations, however, it
does not necessarily mean that other types of recruitment strategies cannot be
considered as an objective of the terrorist group’s use of social media. Although, it may not be the primarily objective of Boko Haram to enlist potential
recruits, I would reason that this goal has definitely been lurking in the back of
Boko Haram leaders’ minds. The terrorist organization sees the potential in the
power of social media and therefore it allocates both time and resources to circulate its messages in the form of social media statements and video recordings. I believe a solid analysis of Boko Haram’s military approach coupled with
its online media strategy is needed in order to comprehensively understand the
nature of Boko Haram and the consequence of its attacks.
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IoT Threats And Vulnerabilities In Critical Information Infrastructures
Abstract
Due to the development of mobile computing, social networking technologies,
and the exponential growth of Internet applications and services, IoT devices
are appearing in more and more places in our daily lives, so serious emphasis
must be placed on protecting the systems used. IoT elements can be found in
more and more critical information infrastructures, posing an increasing challenge in creating secure environments. The infocommunication systems used
by critical infrastructures face new challenges due to the new possible IoT attack-vectors. The aim of the author is to present these threats and vulnerabilities
in critical information infrastructures.
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Shifting the Battle to Social Media: The Effectiveness of Boko Haram’s
Online Strategy in Terms of Its Recruitment
Abstract
Since its foundation in 2002, Boko Haram has taken advantage of conveying
information to intended audiences by more traditional types of media, such as
directly speaking to the press, giving open-air lectures, using pre-recorded videos and distributing audio cassettes, fliers and leaflets. However, in 2015, after
pledging allegiance to the Islamic State of Iraq and the Levant (ISIL) and becoming the Islamic State West Africa Province (ISWAP), the dominance of
social media for dissemination was nearly instantaneous. Besides their prompt
circulation, social media messages were regarded to have a similar impact, although at a significantly lower cost to a much larger audience.
Past research by scholars, the Nigerian government and its armed forces has
predominantly concentrated on analyzing Boko Haram’s military exploits,
while less attention was devoted to scrutinize its use of social media through
the group’s public messages, messaging techniques and online strategy. Since
messaging raises awareness about the organization and its pursuit, it can certainly link to recruitment. I would argue that looking at ‘recruitment’ in general
is wrong per se, as it could be true that ‘overt/ coercive recruitment’ is not too
significant in terms of Boko Haram’s social media presentations, however, it
does not necessarily mean that other types of recruitment strategies cannot be
considered as an objective of the terrorist group’s use of social media. Although, it may not be the primarily objective of Boko Haram to enlist potential
recruits, I would reason that this goal has definitely been lurking in the back of
Boko Haram leaders’ minds. The terrorist organization sees the potential in the
power of social media and therefore it allocates both time and resources to circulate its messages in the form of social media statements and video recordings. I believe a solid analysis of Boko Haram’s military approach coupled with
its online media strategy is needed in order to comprehensively understand the
nature of Boko Haram and the consequence of its attacks.
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Evolution of Loading Surface for Altrasound-Assisted Deformation

Abstract
This study discusses the evaluation of loading surface associated with the phenomena of ultrasonic temporary softening and ultrasonic residual hardening and
residual softening registered in the experiments for plastic deformation of aluminum and titanium in ultrasonic field. The aim was to model these phenomena
in terms of the synthetic theory of irrecoverable deformation. We extend the
flow rule relationships by two terms constructed on the base of microstructural
processes occurring in ultrasound assisted deformation. The model results show
good agreement with experimental data.
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Artificial Intelligence Approach to Ensuring the Cyber Security of Critical
Infrastructure
Abstract
Critical infrastructure is the basis of systems, networks and properties in a
country that are so crucial that their continued operation is required to ensure
the national security, economy, and the public's health and/or safety.
Although critical infrastructure is similar in most of countries due to the basic
requirements of life, this infrastructure can vary according to a nation’s needs,
resources and development level.
The functioning of critical infrastructure is of particular importance during
emergencies related to public health and safety e.g. COVID-19. Certain industries within the critical infrastructure at this time have a special responsibility to
continue to operate.
Artificial intelligence (AI) can provide many benefits in order to raise cyber
security levels for critical infrastructure.
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Hacking Tools Used by Ethical Hackers
Abstract
Ethical hacking is an integral part of the information technology industry,
which deals with testing the security of computer systems. It is common practice for many companies to hire or form teams of ethical hackers, who are experts in the field of information technology, and above all trusted persons, who
are engaged in testing the security of computer systems.
Ethical hackers use the same techniques and methods as potential attackers,
check and assess the security of the system and, based on the detected data and
omissions, propose changes to achieve better protection and greater data security.
Using ethical hacking tools, an ethical hacker surpasses the threats and malware
by searching the weak points of the system. Some different tools and techniques help in hacking. Furthermore, we can use these tools to secure our systems and data.
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Disabling a Wi-Fi Security Camera with Kali Linux
Abstract
This work will present an option to attack a Wi-Fi camera. The goal is to disable it in a way that it cannot send any data. This attack will use the deauther
method. The deauther does not interfere with any frequencies, it is just sending
a few Wi-Fi packets that let certain devices disconnect.
So the focus is only on one device, not blocking or disabling the whole network. For attack we will use Kali Linux and its tools for attacking Wi-Fi network and devices.
While a jammer just creates noise on a specific frequency range (i.e. 2.4GHz), a
deauthentication attack is only possible due to a vulnerability in the WiFi
(802.11) standard. The deauther does not interfere with any frequencies, it is
just sending a few WiFi packets that let certain devices disconnect. That enables you to specifically select every target. A jammer just blocks everything
within a radius and is therefore highly illegal to use.Másodlagos címsor
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Dr Kovács is an Associate Professor in the Department of Materials Technology of the Óbuda University, Hungary. Member of the editorial board of the
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